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ABSTRACT 

The research created a novel reversible data hiding (RDH) strategy for disease diagnosis 

depending on Code Division Multiplexing (CDM) as well as machine learning techniques. The hidden 

information was embedded further into mid-frequency subcarriers of the ct images using CDM plus 

machine learning techniques after the patient records picture was translated into a spectral domain 

using the decimal digits decomposition method. The hidden information was implanted continuously 

thanks to the orthogonality of multiple extending phases used in the CDM method, and most of the 

components of extending processes were directly negated, resulting in a large information hiding 

potential with minimum picture degradation. Concurrently, the hidden information to be embedded 

was indicated by distinct disseminating patterns, and then only the recipient with an identical 
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disseminating pattern as the transmitter could fully recover the secret information and reference 

picture, thereby improving the RDH's safety. 

Keywords: Reversible data hiding; Code Division Multiplexing; Machine learning 

INTRODUCTION 

Several clinics had currently created 

clinical data processing systems to give 

consumers adequate, healthier, and much 

more provides numerous. The people's 

clinical pictures were typically preserved 

using DICOM format for any further 

testing, study, as well as lengthy 

communication with in-network, together 

with the client's personally identifiable data 

as well as complaints [1]. Furthermore, as 

multimedia information processors 

advanced technologies, unlawfully 

obtaining as well as altering clinical data 

was becoming increasingly simple. In such 

an unsecured wireless communication 

situation, one of the most sensitive data 

within those interactive media was 

vulnerable to predators; as a result, media 

including such patient data should be 

carefully safeguarded to ensure their 

survival [2-3]. As a result, within the 

operation of internet systems and data 

processing, interactive media information 

security grows increasingly important. 

RDH would be a type of approach that 

could also insert confidential documents 

into media and would then rebuild the 

overlay uncompressed when the hidden 

information has now been fully recovered. 

Conventional RDH approaches providing 

interactive media security were currently 

experiencing numerous hurdles, 

particularly with clinical photos [4]. So 

because steganography has become so 

delicate, just a small difference in cells can 

have a significant impact on the clinical 

detection; in other words, certain alterations 

to the clinical picture can affect the 

physician's judgment. Deep learning was 

already frequently used to defend the safety 

of portable digital information since the 

introduction of machines technology. As a 

result, the RDH method based on machine 

learning was greatly wanted to ensure the 

safety of clinical pictures in that kind of 

situation [5]. There is quite a slew of image 

encryption techniques recently published, 

and they may be loosely divided into three 

types: flawless reduction, spectrum 

moving, as well as variance enlargement 

[6]. Initially, a data compression 

framework based on RDH had been 

proposed. Researchers used reduction to 

implant the encrypted information into the 

evacuated chamber of the local binary 

pattern levels of the actual picture. [7] 

created a hierarchical strategy that 

increased the ability of continuous 

information hiding by increasing the lossy 
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compression effectiveness using a 

suggestion contingent probability encoder. 

The fast RDH technique global 

histogram shifting (HS) was initially 

presented in [8]. To identify the summary 

buckets to be moved through one place, the 

top, as well as " 0 " values of the source 

picture's distribution, have been used. The 

hidden information would then be inserted 

into vacant gaps created by moving 

spectrum buckets. Ever since a slew of 

RDH strategies has been proposed to 

enhance the HS-based RDH program's 

efficiency. 

   [8] have used the IWT method to 

increase the efficiency of the HS-based 

RDH approach. To ensure excellent 

information hiding capacity as well as 

steganography, the hidden information was 

integrated into the area with mid-frequency 

subsets. [9] divided the actual photo into 

several pieces & implemented the HS 

technique to every one of them. The heights 

as well as ' 0 (or minimum) of the 

distribution were formed from every cell in 

just this approach, as well as the number of 

the greatest picture pixels of the picture 

sequence would then be augmented, 

resulting in higher information hiding 

ability at minimal picture degradation [10]. 

Imaging techniques were critical as well as 

delicate in the illness testing and therapy 

procedure since they serve such a crucial 

role in chronic assessment. To ensure the 

clinical picture's dependability as well as 

safety, the upper plate should be restored 

because after hidden information has been 

retrieved.  

 Related works 

In [11], a mixed RDH method for 

clinical pictures was reported; the digital 

data had first been divided into two types: 

the area of attraction and the area of non-

interest. The hidden information is 

encrypted in ROI regions using a DE-based 

RDH technique, whereas the extra 

information is encoded in RONI using a 

different data concealing method. But even 

so, the information hiding ability of clinical 

picture needs to be improved to suppress so 

much medical confidentiality; at the very 

same period, robustness, as well as safety 

of the RDH in clinical, has not even been 

widely researched in terms of improving 

the credence of the clinical picture 

inaccessible wireless communication 

surroundings [12-14]. Throughout this 

study, the modern treatment picture RDH 

framework depends on CDM with deep 

learning was presented. The patient clinical 

picture would be first translated into 

frequency response using the IWT method, 

and afterward, the hidden information was 

implanted through into the picture's mid-

frequency sidebands using CDM as well as 

ml techniques, resulting in the resilience as 



Yogita Sharma et al                                                                                                                   Research Article 
 

 
517 

IJBPAS, November, Special Issue, 2021, 10(11) 

well as safety for reversed information 

hiding. Furthermore, the tiny deep learning 

approach would be used to optimize the 

calculation of anchoring variables, resulting 

in great attaching efficiency. Whenever the 

information was continuously implanted, 

the components of various expanding 

phases were effectively canceled due to the 

interpretability of the extending phases 

used in the CDM method, allowing the 

labeled picture to assist in reducing picture 

distortion also at high information 

implantation. Furthermore, since the hidden 

information has been depicted by various 

information encoding going to spread 

patterns, just the listener with much the 

same continues to spread segments, as well 

as information plugging, gave value even 

as the recipient could indeed totally rebuild 

the private documents as well as a 

reference picture, that also enhances the 

safety of the clinical picture [15]. As a 

result, the offered technique provides big 

information segmentation accuracy while 

still being secure.  

DICOM would be a clinical 

picture exchange protocol developed by the 

National Electrical Manufacturers 

Association (NEMA). DICOM standard 

files are currently commonly used in 

clinical picture management, covering 

picture analysis, storage, publishing, as 

well as transferring, since they incorporate 

the producers of photography facilities as 

well as image analysis data components 

into a single document. 

CDM would be a modern network 

algorithm based on power allocation 

methods. To economize spectrum assets 

inside a CDM-based data transmission, 

messages were signaled by various 

perpendicular extending patterns as well as 

broadcast noninterfering in the very same 

broadcaster. Likewise, an RDH design can 

be considered as data transmission, with the 

hidden information serving as the messages 

being sent as well as the reference 

picture serving as the data transmission. 

Along with the conclusion, because the 

hidden information was imbedded using 

various extending phases as well as 

increase rates, the listener that has the same 

encoding extending sequencing with 

benefit component as the transmitter may 

retrieve the matching secret information as 

well precisely replace the existing cover 

picture. In the course of continuous 

information hiding, many components of 

distinct propagating patterns might be 

effectively canceled. As a result, the 

suggested CDM-based RDH approach 

performs greater data hiding capacity while 

also being secure. 

The Small-Sample Neural Network 

Principle 
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Small-sample neural networks are 

indeed a common machine learning method 

for optimizing the process parameters for 

complicated systems because they may 

solve the situation of representative 

datasets reliant on neural networks. The 

main premise of a tiny human brain would 

be to determine the best settings for a 

polymerizing structure using tiny amounts; 

as a result, the variables could represent the 

answer to the entire issue, avoiding biased 

implemented data. 

To optimize the values of the 

parameters RDH method, a two-level tiny 

human brain has been used in the article. 

The immersion ability, as well as volatility, 

were provided like system inputs during the 

first level of the tiny human brain, as well 

as the optimal duration of propagating 

series was provided as the output of the 

system. The duration of the extending 

series, the Peak Signal to Noise Ratio 

(PSNR), as well as the structural similarity 

index (SSIM), have been used as inputs in 

the two layers of the human brain, while 

the boost component has been used as an 

outcome. Figure 1 describes the execution 

of a small-sample neural network method. 

The Mathematical Model of the proposed 

small-sample neural network is 

𝑆(𝐽, 𝛽) =  𝑀(𝑓, 𝑧, 𝑞, 𝑟)                         (1) 

Where f represents entropy; z is 

capacity of data, q is Noise ratio, and r is 

improved image. 𝐽, 𝛽 represents spreading 

sequence length and factor of gain 

respectively. Sample neural networks 

shown in Table 1. 

 

 
 
 
 
 

 
Figure 1: The flow of a two-layer BP neural network with limited sample size 
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Table 1: Small Sample Neural Network Part Samples 
E C / bpp PSNR SSIM M Test Results 1 Test Results 2 

17.08 12.54 12.54 6.3 3.51 3.51 115 
4.25 4.32 4.32 2.4 2.04 2.04 27 
5.03 5.04 5.04 2.4 2.07 2.07 18 
19 5.02 5.02 4.8 5.08 5.08 175 
59 12.5 12.5 12.5 7.32 7.32 45 
34 6.25 6.25 6.32 3.71 3.74 34 
87 32.6 22.2 5.22 5.62 5.62 81 
35 6.05 6.05 6.4 3.6 6.24 39 

34.9 34.8 29.34 15.3 15.5 15.6 504 
8.93 9.83 8..39 6.31 6.32 6.23 84 
12.3 12.22 16.34 6.87 6.85 5.32 52 
5.26 5.62 8.53 4.32 5.36 6.32 30 
5.66 5.66 5.02 3.02 2.32 2.17 25 
14.3 14.32 15.87 7.32 7.32 7.26 32 
6.32 6.23 7.34 4.75 4.07 5.23 45 

 

Its data collected would be first 

standardized, as well as the total 

classification algorithms were 1000. The 

testing procedure mistake, as well as 

integral gain, were set to 0.01 as well as 

0.1, respectively, with performance 

obligations of 0.001 for generalization 

error. To optimize the parameters under 

various data implantation settings, the tiny 

training was performed using simulation 

examples. The goal of instruction would be 

to properly construct a nonlinear activation 

connection between both the used 

irreversible information hiding variables as 

well as the grade of the tagged picture. The 

study demonstrates that such standard value 

of the extending phase, as well as rise 

component as with most clinical pictures 

(data embedding ability of fewer than 5000 

bits), were 4 as well as 1, correspondingly. 

The learning findings demonstrate that the 

tiny human brain is accurate and efficient 

for the suggested strategy. 

 Because clinical photographs 

typically have vast flattened baseline 

regions, the IWT method was well suited 

for clinical picture enhancement, allowing 

for the filtering among most short-

wavelength elements of the picture. With a 

huge integrating volume, excellent grade 

tagged images, as well as proper 

information implantation, may be achieved 

if the information was integrated into the 

picture's mid-frequency subsets. 

Furthermore, to increase the sensitivity as 

well as the importance of clinical picture 

characteristics, it is vital to fully restore 

original picture information because after 

embedded information has indeed been 

removed. Moreover, inside the case of a 

picture altered with such a traditional 

wavelet-based, the extracted features aren't 

assured to continue to stay decimal digits 

since image enhancement, therefore some 

integrated parts might well be managed to 

lose, as well as the top photo may not have 

been completely healed whenever a 
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graphics processing price would be 

trimmed off. As a result, the real number 

image compression method was predicted 

to ensure RDH reproducibility for clinical 

pictures. 

During the first stage of the study, 

the picture was divided into 4 subsets: low 

power subband (LL), mid-frequency 

spectral (HL; LH), as well as higher - 

frequency boundedness (HF) (HH). Figure 

2 illustrates the spectral of ultrasound 

images following. Because clinical pictures 

include vast flattened backdrop regions, the 

ultrasound application contains a lot of 

pictures, using this traditionally regarded 

for information hiding might result in a lot 

of picture perceptual deformation. To 

enhance the precision of information hiding 

as well as prevent deformation post 

information hiding, the information was 

recommended to be integrated into HL, LH 

wavelets. For reverse information hiding as 

well as extraction, the duration of the 

extending phase, as well as the information 

hiding power, are adjusted using a limited 

human brain network.  

Whenever the frequency of the 

extending phase was fixed to 4, the highest 

data number of bytes with one information 

hiding was 0.125BPP whenever the LH and 

HL moving at high are being used. At the 

very same period, the hidden information 

could be implanted continuously on other 

sub-bands not conflicting with one another 

due to the directionality of the 

dissemination process. As a result, the 

information hiding ability of clinical 

pictures has greatly enhanced, ensuring that 

the suggested product's information hiding 

ability was adequate for client individual 

privacy concealment. On the other side, 

because the suggested system modifies 

majority components in discrete LH and 

HL enabling information concealing, the 

proposed method was likely to be 

implemented as well as the brightness of 

the cover picture was increased; therefore, 

the quality factor of the labeled picture 

would have been improved with the CDM 

dependent RDH method. 

The decimal digits image 

compression method was used for the 

initial main picture at the transmitter end, 

followed by the CDM as well as deep 

learning-based RDH to implant hidden 

information into the mid-frequency subsets 

of a clinical picture, as well as lastly the 

inverted IWT method to obtain the tagged 

picture. Image 3 depicts the information 

concealing method, and the structure of 

your suggested RDH technique in the 

feature extraction would be as follows: 

Eliminate the divided backdrop of the 

actual picture as well as retrieve the region 

of interest (ROI) in the clinical picture for 

further analysis, using the Segmentation 
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algorithm to divide the wallpaper as well as 

present of the ultrasound pictures. To 

achieve lower energy spectral LL, middle-

level wavelets HL, LH, as well as high 

volume spectral HH, use IWT to the ROI 

area of the screen. For information hiding 

in the middle wavelength sub-bands HL as 

well as LH, use CDM and deep having to 

learn RDH.  

Image 3 depicts the entire 

information extraction method at the 

receiver end; the stages of information 

gathering in the transform domain could be 

summarised: 

(1) Using the IWT method, transform the 

annotated picture to extract features. 

(2) Obtain the implanted information 

properly first from LH as well as HL sub-

carriers of the labeled picture and per the 

properties of CDM-based RDH; the 

procedure was opposite to information 

hiding. 

(3) Restore the original condition of the 

selected picture without deformation. 

 

 

 

 

 
Figure 2: The RDH method's sub-bands for a medical picture 
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Figure 3: The system embedding procedure 

 

DISCUSSION OF THE FINDINGS 

Six DICOM file color space clinical 

pictures with the same length of 512512 

retrieved from Either the Cancer Imaging 

Archive (TCIA) collection were used in the 

trials to evaluate the suggested RDH 

method. The hidden information is indeed a 

binary bit series with just the letters "0" as 

well as "1" in it; in the meantime, an 

obtained data has been used to designate 

the place in which the hidden information 

was inserted, which could normally be 

reduced to that very tiny size. Figure 4 

shows clinical pictures taken from the 

TCIA collection. 

Indicator of PSNR 

PSNR was typically used to show 

the deformation between both the tagged 

picture as well as the reference picture in 

decryption concealment methods. Greater 

Signal to noise ratio implies that the tagged 

picture has gorgeous visuals clarity as well 

as, as a result, was much less distorted. 

Following information hiding, the 

BPP-PSNR profiles of the clinical are 

shown in Figure 5. These findings reported 

in Figure 5 confirmed the suggested 

program's efficiency. The PSNR value of 

all annotated images would be well over 

52dB whenever the information hiding 

volume was 0.125BPP. For RDH with 

clinical pictures, the suggested 

methodology was adequate. However, the 

findings demonstrate that at the same 

picture deformation, images having big 

ROI regions obtain higher PSNR than those 

with huge RONI regions. Picture (a), for 

example, contains a huge ROI region in six 

photos, resulting in a greater PSNR than 

with the people with a particular 

information hiding ability. 
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Thus the conclusion, although with 

larger storage RDH, the suggested 

methodology in just this research would 

obtain good picture graphical fidelity. 

Furthermore, because going to spread 

patterns have been used to incorporate 

hidden information, the hidden information 

as well as reference image could only be 

completely healed by a recipient with much 

the same proportional gain as well as 

expanding patterns as the recipient; thus, 

the protection picture's safety has been 

assured as well as the clients' private details 

has been kept safe. 

Indicator SSIM 

Another extensively used metric 

when evaluating the efficacy of RDH 

schemes was SSIM. Figure 6 presents the 

findings on six clinical pictures first from 

TCIA imagenet dataset. 

The findings show that the labeled 

picture was highly comparable to the 

source, as seen in Figure  6. The SSIM of 

image processing gradually decreases as 

the information hiding server that uses; yet, 

the SSIM of labeled pictures having big 

ROI regions appears to outperform others 

with big RONI regions. The SSIM of 

picture (a) was 0.994 whenever the number 

of bytes is 0.1BPP, while the result was 

0.991 for a picture (e) at the very same 

computational complexity. Furthermore, 

because picture (e) contains so many RONI 

regions than some other pictures (like the 

picture (a)), picture (eSSIM ) falls quicker 

than someone with larger ROI pictures. The 

experimental outcomes indicate that the 

system utilized in this article may 

accomplish high information hiding 

capacity as well as safety while causing 

minimal distortions, which would be 

adequate for a clinical picture as well as 

client information confidentiality. 

 

 
Figure 4: The TCIA Medical Pictures 
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Figure 5: The curve between Embedding Capacity and Image Quality  

 

 
Figure 6: Comparison of Embedding Capacity and SSIM 

 

CONCLUSIONS 

Regarding clinical pictures, this 

research provides a revolutionary RDH 

approach that was based on CDM as well 

as machine learning techniques. The 

suggested system uses the IWT method to 

convert image information to deserve 

special space, and afterward uses the CDM 

as well as machine learning-based to 

implant the private documents into the mid-

frequency spectral bands. The hidden 

information could be continuously 

implanted into the very same subcarrier 

thanks to the directionality of the 

disseminating patterns used for information 

hiding, and also most components of 

various diversity patterns canceled each 

other out. As a result, the information 

hiding ability was boosted while the picture 

deformation was reduced. Furthermore, just 
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the recipient with the identical propagation 

patterns as well as integrating value as the 

transmitter could recover completely the 

encrypted information as well as the 

reference picture, enhancing the stability of 

the banking RDH method. A limited human 

brain could be used in the system to 

optimize the information hiding 

parameters, which substantially improves 

the effectiveness of the suggested system. 

The experimental results demonstrated that 

perhaps the suggested method performs 

well even with huge information 

implantation capacities for a clinical 

picture, indicating that the suggested 

methodology has a bright future in terms of 

protecting the clinical picture and security 

of health information. 
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